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I. Purpose, scope and definitions used in the document 

 

1. Purpose of the Policy 

1.1 The purpose of developing and implementing this Security Policy is to describe the technical 

and organizational measures applied inside CREATIVE ANSWER SP. Z O.O. with its 

registered office in Warsaw, 34 Altowa Street, 02-386 Warsaw (hereinafter referred to as 

the Administrator) technical and organizational measures ensuring the protection of the 

processed personal data appropriate to the risk of violation of rights and freedoms in connection 

with the processing of personal data. 

1.2 The Security Policy is intended to enable the proper fulfillment of the obligations of the 

Administrator- CREATIVE ANSWER SP. Z O.O. located in Warsaw, 34 Altowa Street, 02-

386 Warsaw. The Personal Data Security Policy has been developed in accordance with the 

provisions of the Regulation of the European Parliament and of the Council (EU) 2016/679 of 

April 27, 2016 on the protection of natural persons in relation to the processing of personal data 

and on the free flow of such data and repealing Directive 95/46/EC. 

1.3 This document shall be implemented through its publication and familiarization with it of 

persons authorized to process personal data, as well as other persons with access to personal 

data processed by the Administrator.  

 
2. Scope and exclusions from application 

2.1 The Policy covers all personal data processed by the Administrator.  

2.2 The provisions and requirements of this Policy may be exempted only if applicable law provides 

for such exemption. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  PERSONAL DATA SECURITY POLICY   
 

3 | P a g e  
 

3. Definitions 

1. Administrator Creative Answer Sp. z o.o. 34 Altowa St., 02-386 Warsaw, 

with regard to data as to which it decides on the purposes 

and methods of processing; 

2. Personal information means any information about an identified or identifiable 

natural person ("data subject"); an identifiable natural 

person is one who can be identified, directly or indirectly, 

in particular by reference to an identifier such as a name, 

an identification number, location data, an online identifier 

or one or more factors specific to the physical, 

physiological, genetic, mental, economic, cultural or social 

identity of the natural person; 

3. Data of special categories of 

personal data 

data revealing racial or ethnic origin, political opinions, 

religious or philosophical beliefs, trade union membership, 

and the processing of genetic data, biometric data for the 

purpose of uniquely identifying a natural person or data 

concerning that person's health, sexuality or sexual 

orientation, and data on criminal convictions and violations 

of the law or related security measures; 

4. President of the authority President of the Office for Personal Data Protection; 

5. Data integrity property to ensure that personal data has not been altered 

or destroyed in an unauthorized manner; 

6. Violation of personal data 

protection 

means a breach of security leading to the accidental or 

unlawful destruction, loss, modification, unauthorized 

disclosure of or unauthorized access to personal data 

transmitted, stored or otherwise processed; 

7. Authorized person a person authorized to process personal data on behalf of 

the Administrator; 

8. Data subject 

(or data owner) 

Any natural person whose personal data is processed by 

or on behalf of the Administrator in connection with the 

Administrator's business; 

9. Data confidentiality property to ensure that data is not shared with 

unauthorized parties, 

10. Employee A person, with access to personal data, providing work for 

the Administrator on the basis of an employment 

relationship; 

11. Third party means a natural or legal person, public authority, entity or 

subject other than the data subject, 
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12. Processor  a legal person, a natural person, an organizational unit 

without legal personality or any other entity that does not 

decide on the purposes and means of personal data 

processing, to whom the Administrator entrusted personal 

data for processing and entered into a Personal Data 

Processing Entrustment Agreement as defined in Article 

28 of the RODO; 

13. Personal data processing means an operation or set of operations performed on 

personal data or sets of personal data in an automated or 

non-automated manner, such as collecting, recording, 

organizing, structuring, storing, adapting or modifying, 

downloading, viewing, using, disclosing by transmission, 

dissemination or otherwise making available, matching or 

linking, limiting, deleting or destroying; 

14. Policy this document, or Personal Data Security Policy; 

15. Accountability jurisdiction to demonstrate the Administrator's compliance 

with the provisions of the RODO; 

16. RODO or Regulation Regulation (EU) 2016/679 of the European Parliament and 

of the Council of April 27, 2016 on the protection of natural 

persons with regard to the processing of personal data and 

on the free movement of such data and repealing Directive 

95/46/EC; 

17. Pseudonymisation means the processing of personal data in such a way that 

they can no longer be attributed to a specific data subject 

without the use of additional information, provided that 

such additional information is stored separately and is 

covered by technical and organizational measures that 

prevent its attribution to an identified or identifiable natural 

person; 

18. Register of processing 

operations 

a register maintained by the Administrator containing at 

least the following data: 

(a) the name and contact information of the Controller and 

any joint controllers,  

and, where applicable, the controller's representative and 

data protection officer; 

(b) the purposes of the processing; 
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(c) description of the categories of data subjects and 

categories of personal data; 

d) the categories of recipients to whom the personal data 

have been or will be disclosed, including recipients in third 

countries or international organizations; 

(e) where applicable, transfers of personal data to a third 

country or international organization, including the name 

of that third country or international organization and, in 

the case of transfers referred to in the second 

subparagraph of Article 49(1), documentation of 

appropriate safeguards; 

(f) if possible, the planned time limits for deletion of specific 

categories of data; 

(g) if possible, a general description of the technical and 

organizational security measures referred to in Article 

32(1). 

19. Complaint any letter (in paper or electronic form) from the data 

subject (data owner) or the President of the Authority from 

the content of which there is dissatisfaction or demand for 

explanation / information regarding the processing of 

personal data by the Controller; 

20. IT system 

(or IT system) 

A set of cooperating devices, programs, information 

processing procedures and software tools used to process 

data; 

21. Law Law of May 10, 2018 on the protection of personal data; 

22. Authorization one of the following: 

- A written authorization issued pursuant to Article 29 of the 

RODO to process personal data granted to an Employee, 

Associate or employee of the Processor by a partner of the 

company, 

- A personal data processing entrustment agreement 

executed in writing pursuant to Article 28 of the RODO; 

23. Associate a person with access to personal data performing 

personally and directly tasks / services for the 

Administrator on a legal basis other than an employment 
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relationship, regardless of the name or type of contract 

linking the parties; 

24. Data security Implementation and operation of appropriate technical and 

organizational measures to ensure the protection of data 

from unauthorized processing; 

25. Data subject's consent Data subject means a voluntary, specific, conscious and 

unambiguous demonstration of will by which the data 

subject, in the form of a statement or explicit affirmative 

action, consents to the processing of personal data 

concerning him or her; 

 

II. Responsibilities of Creative Answer Sp. z o.o., ul. Altowa 34 02-

386 Warszawa as an Administrator 

 

1. Obligation to meet the legal grounds for processing personal data 

1.1 Each Employee as well as Associate, before deciding to create a purpose for processing or to 

expand the scope of personal data collected to the current purpose of processing specified in 

the Register of Processing Activities (RCP), is obliged to indicate and apply the legal basis 

(from the RODO) legalizing the processing of such data. 

 

2. Information obligation to the data subject in accordance with pursuant to 

Article 13 and Article 14 of the RODO 

2.1 Any Employee, Associate who collects (obtains) personal data, at the time of collection directly 

from the data owner, shall be obliged to inform the data owner (e.g., by providing an appropriate 

clause) in accordance with the prepared information clauses on Article 13 of the RODO. 

2.2 In the case of data collection from third parties and therefore not directly from the data owner, 

the circumstances of the processing must be informed immediately after the data is recorded 

in accordance with the information clauses on Article 14 of the RODO. 

2.3 When using information systems that automatically collect personal data, ensure that the 

system provides the information referred to in the points above. 

2.4 In the case of using third parties (e.g., marketing agencies, recruitment agencies), you must 

ensure in the contract with such entity that, in the course of collecting personal data, the entity 

performs the information obligation on behalf of the Administrator in accordance with Section 

2.2. 1) or 2.2. 2). 



  PERSONAL DATA SECURITY POLICY   
 

7 | P a g e  
 

3. Obligation to comply with the processing rules described in Article 5 of the 

RODO 

3.1 In the course of personal data processing processes, special care shall be taken to protect the 

interests of data subjects, in particular to comply with the principles set forth in points 5-7 of the 

Policy. This obligation applies to Employees, Associates as well as entities that process 

personal data on behalf of the Administrator on the basis of personal data processing 

entrustment agreements, i.e. Processors.  

 
4. Obligation to conclude a contract for entrustment of personal data 

processing (Article 28) 

4.1 If the Administrator decides to use the services of a third party,and in the course of providing 

these services, this entity will process personal data at the request of or on behalf of the 

Administrator, it shall be ensured that before transferring the data to this entity, a "Personal 

Data Processing Entrustment Agreement" shall be executed in accordance with the 

principles set forth in Section 6 of the Policy. 

 
5. Obligation to implement the requests of the data subject 

5.1 If a data owner makes a verbal or written request / request for access / copy of data / transfer 

of data / deletion of his/her data / rectification / restriction / updating (regardless of the form of 

paper or electronic request), such request should be implemented promptly, within a maximum 

of 30 days, if justified. 

5.2 In any case, the execution of such request referred to in the paragraph above shall be carried 

out by the Administrator, who in such case may designate an Employee, Associate or other 

entity, as appropriate, to assist in the execution of such request. 

5.3 In any case, the Controller shall facilitate the exercise of the data owner's rights under Articles 

15-22 of the RODO. If the Administrator cannot demonstrate that it is unable to identify the data 

subject, it shall, to the extent possible, inform the data subject and asks him/her to complete 

the data in order to be able to identify the data owner. 

5.4 In fulfilling the data owner's request, the Administrator shall follow the Procedure for Handling 

Data Subjects' Requests. 

 
6. Data security obligation 

6.1 Each Employee, Co-worker is required to use safeguards: 

• organizational policies (e.g., policies, regulations, procedures) in effect in the Administrator's 

organization regardless of what internal document describes them; and 

• Technical (e.g., use of access passwords, encrypted PENDRIVE or encryption of computers 

and mobile devices). Circumventing the safeguards specified in internal documents or those 

implemented by the IT provider may constitute a breach of data protection 
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6.2 The obligation to secure data also applies to Processors. Detailed requirements for securing 

personal data by the Processor should be specified in the Personal Data Processing 

Entrustment Agreement. 

7. Obligation to notify new purpose of personal data processing 

7.1 If an Employee or Associate decides to start collecting personal data for a new purpose, he or 

she is required to inform the Administrator of this fact by a commonly used form of 

communication in the organization. 

7.2 Based on the information from the Employee or Associate, the Administrator shall decide 

whether the purpose is subject to registration in the Register of Processing Activities. 

7.3 Employees and Associates are required to report directly to the Administrator any changes to 

the processing activities described in the Register prior to the implementation of such changes. 

8. Obligations when transferring to third countries 

8.1 Before possibly deciding on a supplier from outside the EEA or transferring data to a third 

country, the Administrator should perform additional analysis or seek opinions from external 

sources on the security of transferring such information. 

 

9. Duties and responsibilities 

9.1 Each Employee and Associate, regardless of position or tasks, is obligated to and 

responsible for: 

• maintaining the confidentiality of personal data and the manner in which they are secured, 

• familiarization with and compliance with the provisions of this Policy and internal documents 

issued on the basis of this Policy, 

• written confirmation of familiarization with the regulations on personal data protection  

• and this Policy, 

• compliance with data protection regulations, in particular the Act, 

• not sharing their passwords to IT systems, 

• not providing or allowing unauthorized access to personal data, 

• reporting any perceived incident / suspected violation of personal data protection or this 

Policy in accordance with procedures. 

9.2  Duties and responsibilities of managers: 

• Supervising subordinate employees as to whether they apply the principles described in 
this Policy, 

• Information/training needs regarding data protection regulations, 

• Approving any changes to the purposes of personal data processing prior to their 
implementation, 

• Overseeing the assigned purposes of personal data processing or the scope of processing 
in accordance with the Register of Processing Activities, 



  PERSONAL DATA SECURITY POLICY   
 

9 | P a g e  
 

• Verification regarding new IT solutions that involve the transfer of personal data to a third 
party, 

• Ensuring that the Administrator enters into a processing entrustment agreement with each 

entity to which the Administrator intends to entrust the processing of personal data. 

9.3 Duties and responsibilities of the IT provider 

Each employee of an IT vendor assigned to work with the Administrator shall be obligated to and 

responsible for: 

• overseeing whether implemented and maintained safeguards (physical, logical, system) are 

effective, 

• overseeing whether implemented access restrictions to data processing areas are effective, 

• taking into account the provisions of the RODO and the Policy when designing and 

implementing new IT or physical security solutions, 

• at the request of the Administrator, preparing opinions and information on the security 

measures used in the organization. 

 

10.  Rules for dealing with complaints about the processing of personal data 

10.1 Complaints / requests made by the data owner 

1) A written complaint/request (regardless of the form of delivery or title) sent by the data owner 

to the Administrator shall be considered promptly, no more than within 30 days from the date 

of receipt. 

2) A response to a complaint/request shall be given in writing (by registered mail) if the applicant 

has provided an address for service, and in the absence of such address by the same means 

by which the complaint/request was submitted, unless the applicant has requested another 

form. In the case of response by e-mail, a copy of the response should be in any case archived 

to fulfill the accountability of the Personal Data Controller.  

3) If the data owner comes forward with a request, a request to change or update personal data, 

do so immediately after obtaining such a request. 

4) If the data owner comes forward with a request, request to delete or cease processing of his/her 

data, and the data was collected only on the basis of that person's consent, delete his/her 

personal data immediately or cease processing for the purposes for which he/she had 

previously consented. 

5) Personal data processed on the basis of a concluded contract, after revoking all the data 

owner's consents, may continue to be processed for other purposes (e.g., contract 

performance, tax purposes), if such is indicated in the Register of Processing Activities. 

6) If the data owner makes a request to access his personal data or obtain a copy of the data then 

such a request shall be answered promptly, not exceeding 30 days. 

7) The data owner may exercise the right to a copy of the data processed under a contract or 

consent that has been provided by the owner to the controller free of charge. For each 

subsequent copy of data, the Administrator may charge a reasonable administrative fee related 

to the preparation of such copy of data. 
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10.2  Complaints forwarded by the President of the office 

1) In the case of a complaint filed by the owner of the data with the President of the Authority, 

which the authority has forwarded to the Administrator, the shareholder of the company should 

be immediately transferred. 

2) The deadline for responding to such a complaint served by the President of the Office shall be 

7 days (unless the President of the Office designates another). 

3) The response shall be prepared by an Employee or Associate designated by the Administrator 

or by one of the partners of the company and the final version of the response shall be 

addressed to the President of the Office by a partner of the company. 

 

III. Principles of personal data processing by the Administrator 

1. The principle of legality, integrity and transparency 

Personal data must be processed lawfully, fairly and transparently to the data subject. Personal 

data must not be processed without a legal basis. Before processing a new category of 

personal data or data for a new purpose, the legal basis for processing must be indicated. 

2. Data minimization principle 

Personal data must be processed only for a specific and clearly specified purpose, and the 

data owner must be informed of that purpose. Personal data must be collected for specific, 

explicit and legitimate purposes and not further processed in a manner incompatible with those 

purposes. 

3. Minimization principle 

You can only collect as much data as is relevant to your purpose. You cannot collect "for 

backup" on the grounds that it will be "useful" in the future. Personal data must be adequate, 

relevant and limited to what is necessary for the purposes for which it is processed. 

4. Principle of regularity 

All authorized processors and Processors are responsible for the factual accuracy of the data. 

Personal data must be correct and updated as necessary; all reasonable measures must be 

taken to ensure that personal data that is inaccurate in light of the purposes of its processing 

is promptly deleted or corrected. 

5. Principle of restriction of processing 

You can only process personal data for as long as the purpose of the processing exists or is 

specified by law. Personal data must be kept in a form that allows the identification of the data 

subject for no longer than is necessary for the purposes for which the data are processed. 

6. Principle of confidentiality and integrity 

Personal data must be processed in a manner that ensures adequate security of personal 

data, including protection against unauthorized or unlawful processing and accidental loss, 

destruction or damage, by means of appropriate technical or organizational measures. 

7. The principle of familiarizing authorized persons with internal regulations and external 

regulations on personal data protection 
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Each person authorized to process personal data is required to keep himself or herself up-to-

date with internal and external regulations on personal data protection. In case of lack of 

knowledge, one can consult directly  

with a partner of the company. Each authorized person, after becoming familiar with the 

regulations and rules in the field of personal data protection, confirms this fact by signing the 

relevant statement in writing. 

8. Principle of limited access 

Access to personal data must always be restricted to authorized persons only. Restricting 

access can be organizational (e.g., personal supervision, putting procedures in place), 

physical (e.g., locking, proximity cards of rooms) or IT (e.g., using password logins). 

9. Dual access principle 

Access to personal data must always be restricted by applying a minimum of two access 

restrictions of any type. 

10. Clean desk rule 

When work is completed, no documents or publicly accessible computer media containing 

personal information shall be on the desk of the Employee / Associate. All such documents / 

media should be locked in cabinets / lockers. 

11. Principle of secure destruction of documents and data carriers 

Disposal of data by destroying documents in paper form or in electronic form is carried out in 

accordance with the "Secure Data Disposal Procedure." 

12. Principle of accountability 

Actions of an authorized person or Processor on personal data in particular  

in IT systems must always be uniquely assigned to only one person authorized to process 

personal data. This means that a given login to an IT system can be assigned to ONLY ONE 

PERSON. Sharing of logins by two or more persons is prohibited. Actions assigned in the 

IT system to a particular login will always be attributed to the person who used that login. In 

addition, in performing the duties and responsibilities of the provisions of the RODO and this 

Policy, each authorized person is required to demonstrate compliance with the provisions of 

the RODO and the Policy. 

13. Principle of secrecy and quality of access passwords 

Under no circumstances should you disclose your access password (neither to your 

supervisor, nor to your Employer, nor to any other person even to employees of state bodies). 

The password, once received from the system administrator, must be changed the same day. 

The password must have a minimum of 8 characters including a capital letter, a 

lowercase letter, a number and a special character. 
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IV. Principles of entrusting personal data processing by the 

Administrator to third parties 

 
1. Use of entrustment agreements 

If you enter into a service contract that is related to entrusting the processing of personal data 

to a service provider, you must enter into a written processing entrustment agreement in 

accordance with Article 28 of the RODO. 

2. Duties and responsibilities of Processors 

It is imperative to record the following when creating a personal data processing entrustment 

agreement: 

a) the subject and duration of processing, the nature and purpose of processing, the type of 

personal data and categories of data subjects, the obligations and rights of the Controller 

and the Processor, 

b) The Processor shall process personal data only on the documented instructions of the 

Controller - which shall also apply to the transfer of personal data to a third country or an 

international organization - unless such obligation is imposed by Union law or the law of a 

Member State to which the Processor is subject, in which case the Processor shall inform 

the Controller of this legal obligation prior to the start of processing, unless such law 

prohibits the provision of such information for reasons of important public interest, 

c) The processor shall ensure that persons authorized to process personal data are bound 

to secrecy or are subject to the relevant legal obligation of secrecy, 

d) The Processor shall take all measures required under Article 32 of the RODO, 

e)  The processor shall not use another processor without the prior specific or general written 

consent of the administrator. In the case of general written consent, the Processor shall 

inform the Administrator of any intended changes regarding the addition or replacement 

of other processors, thereby giving the Administrator the opportunity to object to such 

changes, 

f) If the Processor uses another processor to perform specific processing activities on behalf 

of the Controller, the same data protection obligations shall be imposed on that other 

processor under a contract or other legal act governed by Union law or the law of a 

Member State as in the contract or other legal act between the Controller and the 

processor referred to above, in particular the obligation to provide sufficient guarantees 

for the implementation of appropriate technical and organizational measures so that the 

processing complies with the requirements of this Regulation. If this other processor fails 

to comply with its data protection obligations, the full liability to the controller for 

compliance with the obligations of this other processor shall rest with the original 

processor, 

g) The Processor, taking into account the nature of the processing, shall, to the extent 

possible, assist the Controller, through appropriate technical and organizational 
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measures, in fulfilling its obligation to respond to the data subject's requests for the 

exercise of his or her rights set forth in Chapter III of the RODO, 

h) The Processor, taking into account the nature of the processing and the information 

available to it, shall assist the Controller in complying with the obligations set forth in 

Articles 32-36 of the RODO, 

i) The Processor shall, upon termination of the processing services depending on the 

decision of the controller, delete or return to the controller any personal data and delete 

any existing copies thereof, unless Union or Member State law prescribes the retention of 

personal data, 

j) The Processor shall make available to the Controller all information necessary to 

demonstrate compliance with the obligations set forth in Article 28 of the RODO and shall 

allow and contribute to the Controller or an auditor authorized by the Controller to conduct 

audits, including inspections. 

3. Duties and responsibilities of supervisors of Processors 

The Administrator shall personally or through a designated employee supervise the Processor 

as to whether it complies with the requirements of the concluded data processing entrustment 

agreement. 

4. Processor Control 

In each contract of entrustment of personal data processing, it is mandatory to apply a 

provision on the possibility of conducting an inspection (audit) of the compliance of the 

processing of entrusted data with the Agreement and regulations. Such an audit may be 

carried out by a person authorized in writing by the Administrator. 

5. Processor Verification 

Each Processor shall be verified in accordance with the Supplier Verification Procedure before 

signing the entrustment agreement. 

 

V. Identify the technical and organizational measures necessary to 

ensure the confidentiality, integrity and accountability of the 

processed data. 

1. Organizational measures to secure personal data 

In order to strengthen the supervision of personal data processing, the organizational data 

security measures described in this section have been implemented. 

2. Internal training 

Each person authorized to process personal data is required to undergo a minimum of one 

classroom or e-learning training per year on data protection regulations. 

3. Putting policies and procedures in place 

The data security policy provides the basis for the development and implementation of other data 

protection procedures, a proposed list of which is introduced in  

in section 9. 
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4. Planning to back up personal data sets 

Personal data processed in IT systems is protected by backup systems supervised by the Board 

of Directors or an IT vendor. These systems create backups according to the schedule set by the 

Management or IT provider. 

5. Minimum technical measures to secure personal data 

The technical data security measures described in this section are applied  

to collections of personal data, however, not all to all collections. Depending on  

to the category, type, nature, purpose of personal data processing, adequate security measures 

are applied and ensure compliance of the processing with the provisions of the RODO. 

a. Physical protection measures 

1) Access to the premises where personal data files are processed is covered by an access 

system with a locked door.  

2) The room where personal data sets are processed is protected against the effects of fire by 

means of a fire protection system and/or a free-standing fire extinguisher. 

b. Measures to secure IT and telecommunications infrastructure 

1) Access to the operating system of the computer where personal data is processed is 

secured through an authentication process using a user ID and password. 

2) System mechanisms have been used to enforce periodic change of passwords. 

3) Cryptographic data protection measures have been applied for personal data transmitted 

by teletransmission. 

4) Measures were applied to protect against malware such as worms, viruses, Trojan horses, 

rootkits. 

5) A firewall system was used to protect access to the computer network. 

6. Protection measures in the IT software used by the Administrator. 

1) Measures are in place to determine access rights to the indicated range of data; 

2) Access to personal data requires authentication using a user ID and password. 

3) Cryptographic measures have been applied to protect personal data. 

4) Screen savers have been installed on workstations where personal data is processed. 

5) A mechanism has been used to automatically block access to the computer system for 

processing personal data in case of prolonged user inactivity. 

 

 


